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1. Background of the Testing Landscape in India:

There are a number of mandatory regulatory requirements on IT and Telecom
products in India. For any OEM to get a market access in India, it is essential to comply

to these regulatory requirement. These include:

Compulsory Registration Order 2012 (Under MeitY): To address the safety concerns
of Indian consumers and to curb the inflow of sub-standard electronic products in the
country, the “Electronics and Information Technology Goods (Requirements for
Compulsory Registration) Order, 2012 (CRO)” was notified by Ministry of Electronics
and Information Technology (MeitY) on 3™ Oct 2012 under the provision of

Compulsory Registration Scheme (CRS) of BIS Act, 1986.

Scope of CRO: As per the Order, no person shall manufacture or store for sale,
import, sell or distribute goods that do not conform to the Indian Standard
specified in the Order. Manufacturers of these products are required to apply
for registration from the Bureau of Indian Standards (BIS) after getting their
products tested from BIS-recognized labs. Bureau of Indian Standards (BIS)
then registers the manufacturers under its registration scheme who are
permitted to declare that their articles conform to the Indian Standard (s). The
registered manufacturers are then allowed to use the Standard Mark notified

by the Bureau.

MeitY has issued five phases of the CRO so far and identified 77 Product
Categories that majorly cover Consumer Products, ICT Products, Office
Equipment, etc.
Testing & Certifications (under DoT): Telecommunication Engineering Center (TEC)
under the Department of Telecommunication (DoT) announced the Mandatory
Testing and Certification of Telecommunication Equipment (MTCTE) in 2017, to test
Telecommunication Products that has a capability to connect to the Indian telecom

network. Since its inception, TEC has notified four phases covering over 160+
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product variants and updated Testing Parameters & Standardization with the aim of

checking quality, safety & technical requirements of the Telecom Products.

Wireless Planning and Coordinating Wing [WPC] (Under DoT): The Wireless Planning
and Coordination Wing (WPC) of the Department of Telecommunications (DoT), is the
National Radio Regulatory Authority responsible for frequency spectrum
management, including licensing, and caters to the needs of all wireless users.

As per WPC guidelines, all wireless products working in delicensed frequency bands
require Equipment Type Approval (ETA) from WPC. ETA is issued on a per-model basis.
The application can be filed by Indian manufacturers or an Authorized Indian
Representative in the case of a foreign manufacturer and an ETA is issued on basis of

a self-declaration as per the international test report for radio frequency parameters.

National Centre for Communication Security [NCCS] (Under DoT): NCCS — a Centre
under Department of Telecommunications (DoT) — is responsible for implementation of the
Communication Security Certification Scheme (ComSec)which aims to meet the following
objectives:

e Develop country-specific standards, processes, and specifications.
e Develop testing and certification ecosystem.
e Ensure that Telecom network elements meet security assurance
requirements.
e Ensure compliance with regulatory requirements pertaining to security testing
The scheme mainly comprises of development of Security Standards called Indian
Telecom Security Assurance Requirements (ITSAR) for every Telecom equipment in

scope of MTCTE and requires third-party Telecom Security Test and certification to

be done by the OEMs.

National Cyber Security Coordinator (NCSC)’s Trusted Source approval: The National
Security Directive on Telecommunication Sector (NSDTS) was framed keeping in mind
the national security. Under the provisions of NSDTS, the government declares a list
of trusted source and trusted products for installation in the country’s telecom
network. The Telecom Service Providers are required to fill in information pertaining
to the their business ownership, stakeholder details, etc to get the trusted source
approval from NCSC for carrying out deployment work in the Indian Telecom Network.
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The hardware manufactuer is also required to submit these information and are

mandated to be approved as trusted source.

In addition to the above mandatory regulatory requirements, there are also many

voluntary requirements that exists on ICT and telecom products, like:

Trusted Electronic Value Chain Compliance Scheme by STQC (under MeitY): MeitY
introduced the TEVC compliance scheme for IT products with an aim to facilitate
improvement of national cyber security profile and control its supply chain across
National Defense (like Military, Intelligence, Space) and Critical National Infrastructure
(like Power Grid, Communication networks, digital economy, etc). STQC Directorate
has been appointed by MeitY for providing this quality assurance service. The
compliance scheme envisions to certify the process that applies to Hardware and
Software throughout the entire product life cycle and is aligned with the Secured
Supply Chain Activities [technically equivalent to Open Trusted Technology Provider
Standard (OTTPS)].

Common Criteria Certification for by Standardization Testing and Quality
Certification (STQC): This certification was introduced by MeitY for ICT Products with
an aim of supporting industry and trade and protecting consumer interest in the
electronic and IT sector by providing customer-centric, accredited quality assurance

services as per international standards for global acceptance.

Cyber Security in Power Sector Guidelines: The Ministry of Power directed the
Central Electricity Authority (CEA) to prepare a regulation on Cyber Security in Power
Sector. Subsequently, in 2021, CEA issued the guideline which mandates the System
Integrators, Equipment Manufacturers, Suppliers/Vendors, Service Providers, IT
Hardware and Software OEMs engaged in the Indian Power Supply System to get their
products tested in the country to check for any kind of embedded
malware/trojans/cyber threat and for adherence to Indian Standards. All such testings
shall be done in certified laboratories that will be designated by the Ministry of Power

(MoP).
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2. Present Compliance Landscape:

AT

The existence of multiple regulatory bodies spread over multiple ministries which

provide regulatory control over the ICT Industry results in regulatory inertia which has

a negative impact on the Industry. There is a regulatory overlap on products and also

overlap on testing parameters covered under various regimes covered in Chapter -1.

An Overview of the Product Regulatory Framework: The Table below gives an overview of

the Product regulatory framework existing for ICT products in India. As is evident there are

multiple regimes which are existing and these have overarching control on the industry.

Regulation

CRO (BIS)

Trusted Electronic
Value Chain
Compliance Scheme
(TEVC)

ETA (WPC)

MTCTE

ComSec

NSDTS

Ministry/
Department

MeitY, BIS, MoCA

MeitY, STQC

DOT (WPC)

DOT (TEC)

DOT (NCCS)

Ministry of Home
Affairs (National
Cyber Security
Coordination
Centre)

Domain

Safety (IS 13252, IEC
60950, IS 616 etc.)

Trusted Supply Chain
(ISO/IEC 20243 O-TTPS
Standard)

Radio Conformance (ETSI
EN 300 328 and ETSI EN
301 893 standards)

- Safety (IS 13252, IEC
60950, IEC 62368)

- Radio Conformance
(ETSI EN 300 328 & ETSI
EN 301 893 standards)

- EMC/EMI

- ECR/EP

- Technical Parameters

Communication Security

Trusted Source and
Trusted Product

Product Categories

ICT products

ICT products

Telecom products in

the delicensed band

All telecom /ICT
products

Telecom Products

Telecom products

Regulatory Overlap: Multiple regimes spread across multiple ministries lead to

inherent challenges for manufacturers seeking testing and certification of products.
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While the consumer and national security concerns are paramount, there is definitely
a need for streamlining and simplifying the existing product regulatory regimes. There
is also a constant tussle on product jurisdiction and there is no clear framework to
define new products under particular regimes with each ministry trying to increase
the product portfolio under its jurisdiction. The constant ambiguity is best avoided and

is certainly not in the best interest of Ease of Doing Business.

Product CRO MTCTE WPC ComSec NSDTS BEE TEVC
Automatic Data WS No No Yes Yes No Yes (Latent)
Processing Machine

(Server)

Mobile Phones Yes No Yes Yes No No Yes (Latent)
Yes No Yes Yes No No Yes (Latent)
Point of Sale Terminals Yes No Yes Yes No No Yes (Latent)

No Yes No No No  Yes (Latent)

No Yes No No Yes (Latent)
Plasma/LCD/LED Yes No No No No Yes Yes (Latent)
Television of Screen Size
32

Yes Yes Yes No No No Yes (Latent)

Product Overlap: The Electronics and Telecom manufacturing industry is a very
dynamic in nature. New models of consumer electronic products are launched every
2-3 months by companies. There is constant competition prevailing amongst
manufacturers to launch new products to garner consumer share. This short pre-
market time available has to be examined against the backdrop of elongated testing
and certification timelines. The Products overlap hangover across multiple ministries
acts as a dampener to speedy product launch and thus adversely affects business. The
table given below gives a brief overview of this overlap for a sample of products
existing in the market. The listed products are under regulation across both MeitY and
DoT. Details of Products with Regulatory Overlap is attached as Appendix-D. A sample

representation on the same is given below:
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Products MeitY DoT
PABX Yes Yes
Conferencing Equipment Yes Yes
Cordless telephone Yes Yes
STBs Yes Yes

Some basic examples of product regulatory overlap are given below:

(a)

(b

~

(c)

Example-l: To check the product with Hardware/functionality testing of a
Telecom Product, the MTCTE Scheme has five different testsi.e., EMI/EMC
Test, Safety Test, Security Test, Technical Requirement, & Other
Requirements (IPV6, Energy Consumption Rating or Energy Passport, SAR,
etc) mentioned in their Essential Requirements (ERs). Some of these tests
are already existing in the Compulsory Registration Order as Safety Testing
and the remaining tests also exist there as Indian Standards (IS).

Example-ll: Telecommunication Products have to follow MTCTE guidelines
and also the rules notified by Wireless Planning Coordination (WPC) with
Equipment Type Approvals (ETA) with licensing of Telecomm Equipment.
The standard followed by WPC for issuing an ETA is ETSI EN 300 328 and ETSI
EN 301 893 standards, which is same as that referred by TEC under its
MTCTE. While WPC issues an ETA on basis of international test report and
self declaration from the OEM, TEC insists for in-country testing of the

same products and for same standards.

Example-lll: In some cases, the Bureau of Energy Efficiency (BEE) also
requires a Star Rating Test to check the consumption of electricity by
Electronics Products. TEC is also coming up with their own Energy

consumption rating scheme for telecom products.
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3. Challenges in the testing & certification regime:

The present Testing and Certification regime in India suffers from the following challenges:

(a)

(b)

Lack of clear demarcation across ministries: There is a lack of clear demarcation of
products across DoT and MeitY which results in a lack of clarity on compliance and
resolution of contentious cases. This lack of product ownership leads to the industry

challenges remaining unaddressed or being addressed belatedly.
Limitations in In-country Testing infrastructure: TEC-approved test laboratories have

limited capability to test ICT Products under the MTCTE regime. An overview of the

existing laboratory capacity in India for different types of testing is given below:

Laboratories Availability for MTCTE

Testing

40 31
30
20 13 14
10 3 0

0

Technical Safety EMI/EMC Other EMI+EMC+Safety
Requirements Requirements

Though the table above shows 3 labs for technical requirements, the ground reality is that out

of these 3 labs only 1 lab has the capability to test the entire Technical Requirements. The rest

two labs do have TEC accreditation to perform even the entire Technical Requirement testing.

This is a bottleneck that delays the testing process.

(c)

Requirement of Multiple Samples: To get an MTCTE Certificate, the ICT Industry has to
test one Model of a Product across five different Tests i.e., EMI/EMC Testing, Safety
Testing, Security Testing, Technical Requirement, & Other Requirements (Energy
Consumption Rating or Energy Passport). The main challenge is that TEC has no laboratory
with End-to-End Testing for all these parameters. In order to achieve a quick turnaround,
the industry has to send more than two samples at a time to different testing laboratories
so as to telescope the time required for testing. Another challenge is that there are tests
that are destructive in nature and hence the equipment is destroyed during the testing

process. This is especially applicable for tests under MTCTE which requires Safety Tests
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and EMI/EMC Tests. Both these tests are destructive tests. These samples add an
additional cost burden to the product manufacturer and the end consumer since costs

invariably get loaded onto consumers in the end.

Limited capacity of Labs to undertake simultaneous testing of samples: Presently Indian
labs have the capacity to test only two samples simultaneously. This essentially leads to
extended waiting times and never-ending deadlines. The products being new and state of
the art have to be set up by the manufacturer in the lab which results in additional
resource allocation with each product. The delays can best be understood from the
information that in many cases, products registered for testing in January are still awaiting
tests after more than two months. In an era of rapid product launches and shifting
consumer tastes, this delay and high turnaround time has emerged as a major dampener

for business.

CRO/CRS: Case for Parallel testing: Audio products like Wireless earphones with Charging
case is a single product. The Charging case is dedicated to charge only the earbuds
supplied along with the product, In this case, sequential testing of the charging case as
Power bank and then testing the wireless earphones is time consuming and complicates
the safety certification of product. Further, we would like to highlight that the cells &
batteries in the Charging case are separately BIS certified as per prevailing BIS regulations
and guidelines. The whole sequential testing & certification process is taking around 16
weeks as depicted in the schematics below:

Current Certification Process (Sequence)
Cell Part 1

Charging Case

)
Power Bank for ’ —
Portable Applications: .
Finished Product
-~/

~

Cell Part 2 Earphone
Wireless Earphone g .
v
) -
Part 1 + Part 2 needs to be Certified

The current methodology being followed by labs for products involves sequential testing.
This is taking longer time for end product approval adding to launch delays and time to
market.

The proposed parallel testing & certification process reduces the overall timelines by
around 8 weeks as depicted in the schematic below. The parallel testing in no way

circumvents the registration scheme of the end product(s).
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Finished Product

Proposed Certification Process (Parallel)

Cell Batte: Charging Case -
Power Bank for F—— .
Portable Applications

Cell

Batte Earphone
(]
' 2\ -
Wireless Earphone ej ' W A
/ L y

High & Arbitrary Testing Costs quoted by labs: Each TEC accredited lab is charging a

~ ”~

different and arbitrarily high testing fee. There is no regulation on testing costs and any
check on defined service levels of the accredited labs. Hardly any lab has displayed testing
costs/fees on their portals in a transparent manner. The high testing costs are also having
a major effect on the margins of companies. There is a specific need to reduce the cost

burden on companies which ultimately gets loaded on to the consumers.

Lack of Testing Equipment with Labs: The TEC accredited labs have been asking for capital
equipment from Product manufacturers and brands for testing their products when these
have to be catered for by the labs themselves. Capital equipment such as Traffic
Generators costs approximately $100,000. No where in the world the labs ask for such

kind of capital equipments for testing..

Aggressive timelines for implementation of MTCTE regime: MTCTE regime was launched
in 2017. Since then, 4 phases of the scheme covering 3000+ ICT models under its ambit
have been operationalized. To sell any ICT product model in India, MTCTE certification and
testing have been made essential. The number of models is growing by the day and the
implementation timelines have been very aggressive. The timelines have also not taken
into account the limited capacity of labs and the negative effect of this capacity constraint
on routine business. It is therefore essential that the implementation timelines be
extended to July 2023. There is also a need to define a benchmark SLA of 6-8 weeks for

testing each equipment in India & not more than two weeks for certification.

Delay in finalizing Highly Specialize Equipment (HSE) & End of Life (EOL) equipment
exemptions: As per MTCTE procedure version 2.1, HSE is exempted from testing
requirements. The industry has submitted detailed definitions for considering equipment
as HSE however so far DoT has not defined HSE thus equipment that should have been
exempted continues to attract the Testing requirements. There is also a long-pending
Industry asking for exempting EOL equipment from testing requirements. MAIT has
submitted a detailed note on these aspects and the same are attached as Appendices A

to B. This practice has already been followed in BIS Certification Scheme since 2013.
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Lack of Skilled Testing manpower in Labs: Today product technologies are changing
rapidly. This requires Skilled Testing Engineers at labs to test products. Presently labs are
unable to understand and configure product models for testing. Constant hand-holding
is required from the product manufacturers/brands which have to assign R&D team

members and engineers for this task on a regular basis.

Chip Shortages and Supply Chain woes due to COVID: COVID constraints across the globe
have caused supply chain disruptions across the globe. The movement of a sample, its
timely arrival, its certification, and timely launch has been a challenge for the last two
years. Positioning of teams for assisting in today’s scenario due to the geopolitical issue
and the chip shortage across the globe, it’s very tough for the industry to test its products
within the defined timelines, causing discontinuation of some models after prioritizing the

models for testing.

Multiple Labelling on ICT Products: Each testing regime is insisting on having its own test
label on the products. Thus, products have a BIS label, a MTCTE label besides labeling
requirements under MoEF&CC, Legal Metrology (Packaged Commodity Rules), etc. This
plethora of labeling requirements are adding to the compliance burden besides supply

chain issues for product manufacturers/brands.

(m)High Cost & Time for Evaluation of Test Report by TEC: After testing any ICT Product, the

(n)

different regulators require time to evaluate the test report. There is also an additional
cost burden on the industry. This additional cost and time burden leads to higher
production cost and delays. MAIT recommends that the cost for evaluation and the delay
need to be addressed urgently. There is a need to cap the cost of testing &

certification/registration combined to not more than 0.5% of the equipment cost.

Custom duty on Samples for testing: Presently samples imported for testing and
certification are attracting custom duty. The samples are not meant for sales and in many
cases, these are destroyed during the testing processes (destruction testing as part of
EMI/EMC and Safety testing). While the duty is to be claimed back once the sample is
returned back to the country of origin however since the sample is destroyed during the
testing process, the duty becomes unclaimable. It is therefore imperative that duty on
samples imported for testing should be waived off. A detailed note on this is attached as

Appendix C.
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4. Testing and certification review - Best practices across the

globe:

Across the Globe, there is one regulating body that is developing the standards to follow by

ICT Industries. The United States of America has its own regulating body The Federal

Communications Commission (FCC). The aim of this regulator is to harmonization of technical

compliances in the countries considering the Global Standards for ICT Products.

Scope of Testing

Certification

Country Referred Standards Body Accepted Test Reports
1. EMI/EMC (MTCTE)
2. Safety (MTCTE/BIS)
3. Technical
Requirements
(Interface & Protocol TEC, NCCS,
INDIA Conformance) CISPR, IEC, ETSI, FCC, RFC, BIS, WPC, | In-Country Test Reports
(MTCTE) IEEE, etc. etc.
4.Radio(MTCTE/WPC)
5.Security (ComSec)
6.Energy efficiency
(ECR/EP)
1. EMI/EMC CCC
GB4943/GB4793-
2. Safety CcC
safety, : Mostly In-Country Test
3. Telecom GB9254/GB18268- EMC, NAL y n-ounty
CHINA - . Reports or 3" party
4. Radio MIIT-Radio, SRRC .
testing
5. Security MIIT NAL-Telecom, MOPS
6. Energy efficiency CEL- Energy CEL
1. EMI/EMC FCC/ANSI 63.4- EMC, FCC
3 Telecom US CFR 47-Telecom, .
4' R FCC C1PC C2PC-Radio,
. aalio : H FCC
USA* - CaI|for.n|a.Energy No in-country testing
5. Security Commission (CEC)-Energy, | CISA
6. Energy efficiency NIST
FIPS/ISO/IEC19790/19791/
15443/ 15446 etc- Dok, CEC
Security
1. EMI/EMC GOST IEC60950-1/62368-1: DofC or CAB
2. Safety safgty, GOST IEC61000 CB
3 Tel series/GOST CISPR: EMC, SofCor CAB
- lelecom EN300328/EN300330/ orCor . .
* -
EU 4. Radio EN301489/EN301809: Radio, | CAB No in-country testing
— EN62623/ErP Lot-Energy,
5. E ff
nerey eMCeNSY | 1so/iEc15408/Regulation DofC
6. Security (EU) 2019/881-Security
INDONESIA* | 1. EMI/EMC SNI/SDPPI

12| Page




INAIT

2. Safety Indonesia SNI 04-6253-2003-
3. Telecom safety, Indonesia SDPPI — In-country lab test or
’ : EMC, Indonesia MRA lab test report
4. Radio SDPPI - Radio/telecom
1. EMC 1.VCCI - In-house testing
1.VCCI-CISPR 32:2016 at VCCl registered lab
2. Safety 2.EIect.r|caI Appliance and 2 PSE - MET authorized
Material Safety Law (also CAB
known as PSE law).
3. Telecom 3.DSPR Gray Book 2000, 3.Telecom - MIC
DSPR Technical Condition authorized CAB (in-
2004, DSPR Technical VCCl. METI house testing from
JAPAN* Requirement 2005 MIC certified lab)
4. Radio 4.ARIB STD-T70, ARIB STD- giii':Z:aZ/"CCAB (in-
T71, ARIB STD-T66, RCR house testing from
STD-33, ARIB STD-T108 certified |ab)g
5. Security 5.DSPR-15.2(7)E2 (Crypto) 5.Security - MIC
Article34.10 authorized CAB (in-
house testing from
certified lab)
6. EMI/EMC QCVN 101- safety,
7. Safety QCVN 118/TCVN 7189- i
VIETNAM 8. Telecom EMC, QCVN PTQC/MIC :\r/]llszllj:kt)?elsajcbr:e?rsr
- °F 54/55/65/74/127-Radio, P
9. Radio Vietnam MEPS- Energy
1. EMI/EMC EMC and Radio standards
listed here: KN 22/24/32-
EMC, KN301/KS X3123/KS KCC/RRA
X3142/ KS X3270/ KS
SOUTH - X3271- RadiodG 5G In-country lab test or
* 2. Safet - -
KOREA Y KC62368-1/KC62133 KC safety MRA lab test report
safety
3. Telecom KMEPS
4. Radio KC safety 62368 required
5. Environmental December 2022

Note:- * shows the Testing is voluntary in the country
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5. Final Recommendations for achieving Ease of Doing business

and safeguarding consumer interests

In the previous chapters, MAIT has endeavored to aggregate challenges that exist in the

testing and certification regimes in India. There is a need to optimize the testing processes,

lab capacity, and compliance costs, clearly demarcate ownership across ministries, and

redefine aggressive timelines to complement the ease of doing business in India. With this as

the background, MAIT is making the following recommendations for the consideration of the

Government:

L.

1.

1.

v.

Single window system for testing: In India to comply with different rules and
regulations, different Ministries/Departments published standards through
different Regulatory bodies. To sell, a product in India Industry/OEM has to fulfill
the Technical Regulations. In this context, Industry wants a Single Window

System from which they can apply for their n number of tests.

Single Ministry to monitor the testing compliances of ICT Products: To comply
with different rules and regulations implemented by different ministries and
departments Industry wants Single Ministry to channel the different Ministries
to check multiple issues like Fast Testing, Harmonizing the Testing Fee, Taxation,

etc.

Self-Certification for products: There should be a defined time period for testing
and certification of products. As a selling life of any Electronic Gadget is
approximately SIX Months. Due to the lack of laboratories, chip shortage, etc., it
is very tough to match the time period. For this, we required a Self-Certification
of Product for sale in India if time-lapsed beyond the defined time period for
testing and certification. Case in point- Introduce Self certification for ETA
certification for de-licensed products alongwith provision for ensuring
Confidentiality of the product by allowing applicants to chose date of publication

of the Certificate in the regulator portal.

Extend the timlines for Phase 3 and Phase 4: DoT to evaluate the lab capacity viz
volume of products to be tested before announcing an implementation date. For
comparison purpose, MeitY while notifying an ICT product under its CRO gives
industry on an average one (1) year for testing and certification. The CRS products

are tested for just one parameter (i.e., safety). On the other hand, under MTCTE
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the product is required to be tested for multiple requirements including safety,
EMI/EMC, technical requirements (i.e., functional testing, radio conformance
testing), and other requirements (i.e., IPv6 testing). Therefore, we request the

timelines of Phase 3 and Phase 4 of MTCTE be extended till July 1, 2023.

Exempt end of life whole unit warranty replacement products: TEC has
exempted spare parts and components from the requirement of MTCTE
certification. Allow whole unit products towards warranty, After Sales Service
repair without going through the MTCTE certification process based on OEM self-

declaration for such products/models.

Publish the Criteria for Highly Specialised Equipment: TEC in its MTCTE procedure
has specified that “Highly Specialized Equipment (HSE), as notified by
Government from time to time are not covered by MTCTE” (Point 4.6)”. The
MTCTE procedure defines a Highly Specialized Equipment as “...those Telecom/
related ICT Equipment, which have specialized power, cooling, storage or
handling requirements, and limited import / sale” [Point 2.1 (xii)]. Industry
appreciates TEC for provisioning the Highly Specialised Equipment in the MTCTE
procedure and excluding them from the scope of mandatory testing and
certification requirements. However, the criteria for HSE are pending for a long
time. We request TEC to consider the criteria proposed by MAIT and release them

at the earliest.

Point to Point Testing Status for each ICT Product: After applying for testing
and certification of any product, the Industry requires remote monitoring of

testing through the online portal of the Test Laboratory.

Skilled Test Engineers in each laboratory: To match the deadline Industry
applies to test their products. This requires skilled Test Engineering availability
from the test laboratory side. In general, Industries have to assign their R&D
Team or Engineers to the configuration for the product and fast testing, this is

a wastage of their manpower of Industries.

End-to-End capacity of Test Laboratories: Instead of many laboratories, we

must look to build the capacity of labs to conduct end-to-end testing. That will
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make it easier for Stakeholders. As on today, none of the test lab is having
complete ER parameter testing.
Stakeholder Consultation: Consultation with the Key Stakeholder to define

the deadline and any amendment in the implementation of the schemes.

Relaxation on Custom Duty for the Sample to Testing: Industry requires E-
Waiver of duties on sample, duty refund once product is tented, a full duty
drawback under Section 74 of Custom Act. A detailed note on this is attached

as Appendix C

Regular Interaction with Foreign Laboratories to know best practices: To
fulfill the Industry requirement and synchronize with the latest technology
and implementation of the testing procedure, Industry wants regular

interaction with Foreign Laboratories about their best practices.

Deemed Approvals of Electronic Product: Clearly define SLAs required for
testing & certification. If not adhered to, the product is deemed to be

approved.

Frequent release of TEC notification with change in MTCTE requirement
which is troublesome for registration planning for manufacturer. Eg. ILAC

test report relaxation removal.

Simplify testing procedures to ensure quick certification timelines. Example
-Allow Parallel testing for CRO products in place of the cumbersome and

lengthy Series (Sequential) testing.

Accept ILAC and Common Criteria reports from accredited labs globally.
The MRA agreements need to be extended to other partner countries

especially those with which India has strategic relations.

Certification for new models only: Whenever a product category is
incorporated under a certification scheme or change over to a new standard,
only new models that are introduced in the market after the date of

notification should come under the purview. Example: For IS-62368-1 for ICT
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products, testing and certification to apply for new models only and should

not apply retrospectively to existing models

XVIll. Give sufficient time for certification for new products: Ensure that a time period
of at least 12-18 months for complying with the certification requirements from
the date of notification whenever a new product category is included under a

certification scheme.

6. Conclusion:

To streamline the registration and compliance process, and boost the ease of doing business that
has been a focus of the Government of India for the last few years, it is essential to undertake a
comprehensive review of Regulatory Compliances for its simplification and harmonization. Periodic

review is generally an integral element for improving the effectiveness of any policy.

The study makes pointed recommendations that a comprehensive review is conducted, focusing on
Compliances Overlapping, Stakeholder Consultation while drafting regulations, allowing parallel
testing of components, product inclusion to be based on a safety risk-based approach, and the pre-
defined gestation period for any policy change/ amendment and query management and manpower

planning at in Regulations.
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Appendix-A

Proposal for Highly Specialised Equipment
Criteria

The Context

The Department of Telecommunication in September 2017 amended the Telegraph Rules and
mandated all telegraph which is used or capable of being used with any telegraph established,
maintained or worked under the licence granted by the Central Government to undergo prior
mandatory testing and certification in respect of parameters as determined by the telegraph authority
from time to time. Subsequently, TEC published the procedure for Mandatory Testing and Certification
of Telecom Equipment (MTCTE), which describes the procedure and related framework for its
implementation. The TEC has revised the MTCTE procedure a couple of times over the years and the
current procedure, i.e. version 2.1 (TEC 93009:2021) specifies that “Highly Specialized Equipment
(HSE), as notified by Government from time to time are not covered by MTCTE” (Page 15, Point 4.6).
The MTCTE procedure also defines a Highly Specialized Equipment as “...those Telecom/ related ICT
Equipment, which have specialized power, cooling, storage or handling requirements, and limited
import / sale” [Page 11, Point 2.1 (xii)].

Industry is thankful to TEC for provisioning the Highly Specialised Equipment in the MTCTE procedure
and excluding them from the scope of mandatory testing and certification requirements. This paper
aims to draw TEC's attention on the proposed criteria for HSE and requests TEC to kindly publish the
industry proposed HSE criteria at the earliest.

What is Highly Specialized Equipment?

Certain telecom products are highly configurable, and their specifications are such that either their
power requirement is very high, or the products are too heavy. These products are called Highly
Specialised Equipment. Because of the product’s highly configurable nature, complex product designs
and logistical challenges associated with the product movements, the customer demand of such
products is quite low. The import quantities of such products are usually less than 100 units in a year.
Due to the limited import volumes in the country, industry believes that the HSE would not have any
major impact on the performance of existing network; or would cause any safety hazard or pose any
radio frequency emission risks to the end-use. The costs of these products are also quite high and
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may range between USD 40,000 (~INR 30 Lakh) to USD 100,000 per model (~*INR 75 Lakh) and even

more.

Few examples of HSE are listed below:

Product Category: Switches
1 Power 4 PSU
Supply (Input Current:
100-240Vac;
13A; Total
1800W
Physical Height: 5U
characteristi | Product
o weight: 71.2kg
2 - Input 100-120/
- Voltage 200-240Vac
- Ve . SS——e
- '
= e v Input 16/60 A
s_\“ I Current
eg-\ E Output 2000 W
: 4 No. of Power | 12 PSU
e : r Supplies
v,_ _ r required
: r Total Power | 24000 W
' -F Physical Height: 23U
r_ F characteristi | Weight: 258.6
| 7 c Kg
r’ ¥
L E
- 3
= 3
F: F
3 Input 100-240Vac
Voltage
Input 16 A
Current
Output 2400 W
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No. of Power | 16 PSU
- Supplies
r required
5 _‘1@_&5 Total Power | 34800 W
5 L Physical Height: 21U
} h characteristi | Weight:
i r o 86.1Kg
1 =,
] =
1 9
l‘ < }
|
i i~
\ ="
i : .
4 =,
; i
! =,
T
=
Input 100-120Vac
Voltage 200-240Vac
Input 16/60 A
Current
Output 2000 W
No. of Power | 8 PSU
Supplies
required
Total Power | 16000 W
Physical Height: 21U
characteristi | Weight: 251.2
o Kg
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| Product Category: Routers
1. 1 Input Voltage | 200-240VAc;
50-60Hz
Input Current | 16A
Output 33,600 W (DC)
48,000 W (AC)
No. of Power | 16
Supplies
required
Total Power | 70,400 W (DC)
72,000 W (AC)
Physical Height: 44RU
characteristic | (Ht: 77 in.
Width:17.60
in)
Weight: 290.7
kg
2. Input Voltage | 200-240VAc;
- nput Current | 16A
Output 16,800 W (DC)
24,000 W (AC)
No. of Power | 12
Supplies
required
Total Power | 52,800 W (DC)
54,000 W (AC)
Physical Height: 30 RU
characteristic | (HT :52.5 in.
Width: 17.60
in)
Weight: 177.0
7 kg

The Ministry of Electronics and Information Technology (MeitY) also acknowledges the concept of the
Highly Specialised Equipment and have exempted the HSE from the requirement of testing and
certification under the Compulsory Registration Order 2012. MeitY has published a Frequently Asked

Question (FAQ) on its website:

which confirms the exemption and lists down the criteria for HSE for IT equipment.

https://www.meity.gov.in/writereaddata/files/Modified FAQs.pdf

Please see below the screenshot of the MeitY FAQ w.r.t to HSE exemption:
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40. What is “Highly Specialized Equipment” (HSE) and is it covered by this
order?
Highly Specialized Equipment (HSE), as per the criteria given below, shall
stand exempted from the application of this Order provided they are

manufactured / imported in less than 100 units per model per year —
a. Equipment Powered by Three phase power supply, or

b. Equipment Powered by Single phase power supply with current rating

exceeding 16 Ampere, or
c. Equipment with dimensions exceeding 1.5 m x 0.8 m, or

d. Equipment with weight exceeding 80 Kg.

Page 8 of 22

HSE exemption in other countries

Many countries have exempted HSE from the provision of their testing and certification
requirements. We have listed down some countries’ HSE criteria for your kind reference:

1. Mexico: The Mexican Government in September 2020 published the draft “PROY-NOM-019-
SE-2020 — Information Technology Equipment and its associated equipment, as well as office
equipment — Safety requirements.” In the draft, the Mexican regulators have exempted the
Networking products that meet the following HSE criteria:

i. Network equipment for business and non-residential use, such as network switches,
network routers, network hubs, network access control or security unit, or some
combination of the above, which must meet the following characteristics, are
exempted:

i. Data bus equal or greater than 100 Mbps,
ii. Its construction allows its installation or not in a rack;
iii. That are configurable or programmable or both;
iv. That they are scalable,
v. That they have modular ports, and
vi. that they have 2 or more communication protocols.

The final NOM-019 Standard for Mexico is expected to be published in the coming weeks.

2. Argentina:

The regulatory framework of the electrical safety discipline in Argentina is the Res. 169/2018,
that every manufacturer, importer and distributor need to comply with when importing and
commercializing goods in Argentina. It applies to low voltage electrical equipment, and power
supplies, chargers and converters that operate between 50v and 1000v for alternating
current, and between 75v and 1500v for direct current.
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The Argentina norm defines “Exceptions for PROFESSIONAL USE.” Although not explicit
definitions in the norm, there is sufficient jurisprudence regulating the matter. These goods
would not require mandatory certification, i.e., S-Mark. Thus, the “professional use” defines
the use of electrical equipment by a person who has the aptitude and necessary technical
knowledge, to use it without causing damage to himself and/or third parties, and/or property,
and provided that said electrical equipment is not available to those who do not have such
aptitude and technical knowledge. Furthermore, Art. 13 specifies the exception to product
safety certification and the use of declaration of conformity.

The electrical equipment falling under professional use, along with its spare parts or supplies,
are exempted from proving compliance with the essential safety requirements through the S-
Mark certification provided in Article 8. The manufacturer or the importer is required to
submit an affidavit to the Commercial Loyalty Department, and will be subject to the following
rules:

a) It will be presented through the Remote Procedures Platform (TAD) or the digital
system that will replace it in the future.

b) The affidavit of conformity will be adjusted to what the Commercial Loyalty
Department determines, such as:

i. A detailed description of the electrical equipment and its technical
specifications.

ii.  Astatement that the electrical equipment will be given a suitable use, and by
whom; or the spares if applicable.

iii.  The establishment of a physical and electronic address where all notifications
will be valid, and which must be kept updated through the SINGLE REGISTRY
OF THE MINISTRY OF PRODUCTION (R.U.M.P.), or the one that replaces it in
the future.

c) When preparing the affidavit of conformity, the manufacturer and/or the importer
will assume unlimited liability and, where appropriate, joint responsibility, for the
conformity of the electrical equipment with the safety objectives referred in the
resolution.

d) With the presentation made by the manufacturer or importer, the Commercial
Loyalty Department will issue a proof of presentation with which the declared
electrical equipment will be released by the General Customs Directorate, if
applicable, and may be marketed in the market.

3. China: Under the China Compulsory Certification, if a Switch or Router meets the below
criteria, they are exempted from the certification scheme:
i. Operating Voltage with 220Vac (including external AC/DC adapter), and
ii. Non-pluggable (fixed) Communication I/0 ports, and
iii.  Communication I/O are one of the four Ethernet ports: 10/100Base-T,
10/100/1000Base-T, 1000Base-LX/SX, 10GBase-X

Industry Ask

The industry is fully committed to comply with the requirements of TEC as listed in the MTCTE
procedure. MAIT assures TEC that its member companies whose products have already been notified
in the MTCTE have already started submitting samples to the Indian Labs and the testing is in progress.
The industry is also diligently putting its best efforts to comply with the MTCTE requirements.
However, the challenge lies with the testing and certification of Highly Specialised Equipment. As
mentioned in the above sections due to the complex product designs/high power requirements/heavy
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size, the sample cost of these products is extremely high. And since under the MTCTE, the products
are tested for a plethora of test cases (including Safety, EMI/EMC, functional, interface, radio
frequency, IPV6, etc), multiple samples are required to be submitted to the lab. This leads to a multi-
fold increase in the compliance cost. To add to the industry’s vows, since the volume of import of
these HSE are very low (less than 100 units in a year), the margin on these products is either zero or
in some cases even goes negative. Therefore, we request TEC to accept the below industry proposal
on HSE criteria:

A product would be classified as HSE if a telecom equipment requires

1. If the import number of any telecom equipment is below 100 units in a year OR
2. Incases of products like Switches and Routers, a product would qualify as HSE if:
a. ltrequires 3 phase power supply OR
b. Operates in Single Phase current 216A (in total) OR
c. Weight >80Kg

The OEM can submit a self-declaration to the customs authority for clearance of their HSE. The same
practice is followed for the HSE covered under the CRO. If additional verification/ validation is
required by the customs authority, the OEM can also provide the technical specifications of the
product to confirm it meets the HSE criteria.

Conclusion

Industry request TEC to kindly consider the above HSE criteria and publish them at the earliest. This
would considerably reduce the burden of the compliance costs on the OEMs and promote ease of
doing business for companies.

%k %k %k %
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Appendix — B

Exemption of End-of-Life whole unit
warranty replacement products under
MTCTE

The context

The Department of Telecommunication in September 2017 amended the Telegraph Rules and
mandated all telegraph which is used or capable of being used with any telegraph established,
maintained or worked under the licence granted by the Central Government to undergo prior
mandatory testing and certification in respect of parameters as determined by the telegraph authority
from time to time. Subsequently, TEC published the procedure for Mandatory Testing and Certification
of Telecom Equipment (MTCTE), which describes the procedure and related framework for its
implementation. The TEC has revised the MTCTE procedure over the years and the current procedure
—version 2.1 (TEC 93009:2021) states that “Spare cards or faulty cards after repair” are not covered
under the MTCTE and do not require to be tested and certified by TEC (Page 39, Point 1 of the Note).

This paper aims to draw TEC's attention and requests for a similar exemption for End of Life whole
unit warranty replacement telecom products from the MTCTE regime.

What constitutes End of Life (EOL) /End of Sales (EOS) /End of

Support (EoST) telecom equipment?

A product is called End of life (EOL) when the company which manufactures and sells the product
decide to phase it out and discontinue the sales of the same. EOL is the end phase of a product’s life
cycle which is characterized by specific timelines as illustrated in table below (the timelines mentioned
here are just for reference purpose. Every Brand/OEM have their EOL policy, which are available in the
public domain)

Milestone Definition Timelines
End-of-Life The date when Brand/OEM announces the End Day
(EOL) of Sale and End of Support for a given product to
Announcement | the general public. The EOL announcement is
Date also posted on the Brand’s End of Life Products
web page.
End-of-Sale The last date to order the product through OEM Usually after 3to 6
(EOS) Date point-of-sale mechanisms. The product is no months after EoL
longer for sale after this date. announcement date
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End of Support The last date to receive support from the Varies from brand to
(EOSL) Brand/OEM. After this date, all support services brand. Normally ranges
for the product are unavailable, and the product between 5 to 10 years
reaches End of Life. Access to product software after EoL announcement
downloads and documentation may be date. In few cases,
discontinued after this date. License Brands may offer life-
management may also be discontinued after this time warranty or cover
date. the product till the End
of Support (EOSL)
End of SW The last date that OEM may release any final The timeline may vary
Maintenance software maintenance releases or bug fixes. between 1 to 2 years
Releases Date: After this date, OEM will no longer develop, from after EoL
HW repair, maintain, or test the product software. announcement date
OEM : Original Equipment manufacturer HW = Hardware SW = Application Software

As highlighted above, after the End of Sale of the product, the company undertakes to support the
product under warranty or a maintenance agreement up to the Last Date of Support (LDOS) which
normally ranges between 5 to 10 years from the End of Sale Date. Manufacturing of the EOL product
will be stopped a few months after the last order is booked. Therefore, to support the product for the
5 to 10 year period, it is necessary to plan and procure the inventory in advance once the EOL
announcement is done. This bulk procurement for support (product or its parts) is called the Last Time
Buy (LTB). The inventory of these LTB EOL products is very limited and is meant for warranty
replacements in different countries.

Deployment of EOL products by OEM

There are three scenarios under which an OEM provides service to a customer:

1. Entire Whole unit replacements

When a product is deemed defective in a customer network, it is made functional by replacing the
faulty part of the product when the product has multiple parts or sub-assemblies. However, for
modular products, the replacement may be at the product level, which means the whole unit is
replaced for faster restoration and ease of maintenance. Majority of OEMs/Brands follow the whole
unit replacement policy.

2. Product exported, repaired, and brought back

Service inventory normally consists of fresh parts (New Buy from Manufacturing) and Repaired parts.
When parts are replaced in a customer network, the defective is taken back and if it is physically in
good condition, it is sent for repairs to an OEM approved repair facility. In several instances, the repair
facility may be outside the country requiring the export and re-importation. This process is called
Temporary Export for Repair (TEFR). We understand that TEC in its MTCTE procedure (version 2.1) has
mentioned that these spare parts are not covered in the MTCTE procedure and do not require in
country testing and TEC certification.
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Industry Ask

The OEMs support legacy telecom equipment running some of India’s most critical infrastructures.
Majority of the telecom products have production cycle of around 5 years and end-of-life varies
between 5 to 10 years depending upon the customers’ service support needs. The OEMs have a legal
obligation to provide the support to the customer even after the product reaches the end of their
manufacturing and sales’ life. The after-sales-service customers for the EOL whole units warranty
replacement are limited. All forms of EOL whole unit warranty replacements would not be imported
for sales. The EOL whole unit warranty replacements would be imported exclusively for service
supports, and the invoice/ Bill of material, which would accompany these shipments, will clearly
mention that the imported product is meant for warranty replacement and is not intended for sales.

The industry is fully committed to certify all its active MTCTE products (which are being offered for
Sales in India) tested and certified from TEC. The challenge is only for the products which has reached
End of life before the MTCTE implementation date and needs to be serviced.

Industry recommendations

The industry requests TEC to release an order stating that the products which have reached end of life
before the MTCTE implementation date are exempted from the MTCTE regime. The OEM can submit
a self-declaration to the customs authority for clearance of their End-of-life whole unit replacements.
For verification/ validation purposes, the OEM can also provide the official public announcement of
the product’s end of life policy to the customs authority.

For example, Routers were announced as part of Phase IV of MTCTE for mandatory certification as on
July 1, 2022. It is requested that all Routers declared End of Life before July 1, 2022, be exempted from
testing and certification.

The end-of-life (EoL) whole unit warranty replacements for products under support shall also be
imported on separate invoices to differentiate from products for sale.

%k %k %k %
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Appendix-C

Customs Relaxation on Import of Products under
MTCTE

The context

The Mandatory Testing and Certification of Telecom Equipment (MTCTE) scheme was notified in
September 2017 for implementation by the Telecommunication Engineering Centre (TEC). The current
procedure states that the scope of certification covers all types of Telecom/related ICT Equipment to
be sold in India for being connected or capable of being connected to Indian Telecom / Communication
Network?.

The aim of this appendix is to seek customs’ relaxations on product samples imported into the country
for the purpose of such testing and certification.

Rationale for Customs’ Duty Waiver for Test Samples

Some of the reasons for industry’s request for customs’ relaxations include:

1. Product Destruction: Testing under MTCTE, if done sequentially (Technical followed by
EMC/EMI and Safety) leads to marginal destruction of the product, deeming it unfit for further
use or re-export.

2. Long testing duration: If an OEM/importer wishes to leverage customs duty waiver on the
tested samples, they are required to send back the samples to the country of export/ other
location within a stipulated timeframe. However, under MTCTE, a product is to be tested for
a range of test requirements which includes Safety, EMI/EMC, functional, interface, radio
frequency, IPV6, etc. The time required to test a sample for all the above listed parameters is
quite long. In such cases the product imported for testing cannot be sent back within the
specified time frame.

1 https://tec.gov.in/pdf/MTCTE/MTCTE%20PROCEDURE%20ver%202.1%20Release%20May%202021.pdf
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High logistics/freight cost for returning the tested samples to the country of origin: As
mentioned above, if an OEM/importer wishes to leverage customs duty waiver on the tested
samples, they are required to send back the country of export/ other location. Once a product
is tested, the product cannot be used for any commercial purposes. The tested samples do
not have any economic value. The cost incurred for returning such tested samples to the
country of origin would cost the OEM more money than the customs duty paid while
importing the sample.

Sole purpose of testing: The products imported are not meant for sale and will be in most
cases scrapped once the intended purpose is achieved. A product once used for testing cannot
be sold to any consumer as it would result in consumer dis-satisfactions and may damage
brand reputation.

High cost to OEMs: The quantum of products that are and will be covered under multiple
MTCTE phases significantly contribute to the high costs, which include product, testing,
certification, freight, and relevant import duties.

Industry Ask

For ease of facilitation of product samples entering India for testing, we request the following:

Option 1:

a.

E-Waiver of duties on samples that enter India for MTCTE testing and certification purpose.
When an OEM imports a sample for such testing, the Bill of Entry filed for such sample would
explicitly state the purpose of import differentiating it from other imports. The OEM can also
provide a self-declaration clearly stating the purpose of the import. We request the import to
be allowed “duty free.” Currently, there is no provision under Customs Law basis available
notifications and circulars to allow duty free imports of samples for such testing/ certification.
The procedure for obtaining waiver of all import duties (BCD, SWS, IGST) should be simple and
not subject to any interpretation.

Option 2:

b.

Allow a provision in the law, where the OEM can claim for duty refund once the product is
tested and the OEM/ Importer submits documentary proof of scrapping the tested sample
from a Pollution Control Board authorized recycler. The OEM/Importer will submit the
requisite document (like the destruction/recycling certificate from an authorized recycler) to
the local Customs office to claim the duty refund.

Option 3:

C.

For products imported on a permanent basis for such testing and certification, a full duty
drawback under Section 74 of Customs Act should be allowed at the time of re-export once
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applied by the importer. We request the Government to not limit any timeframe for re-
exporting such products while claiming the full duty drawback.

Option 4:

d. Since the import of samples for testing would be carried out only by the OEMs/ Brand Owners,
the customs duty waiver could be given granted only to the OEMs or their authorized agents
in the country

Precedence in Indian law:

a. MTCTE procedure already exempts TEC certification for equipment being import for R&D or
as samples for testing or for demonstration purpose (Section 4.3 of MTCTE procedure V-2.1)
b. There are few precedence in the customs’ laws such as for products that enter India for the
purpose of R&D (Customs Notification 52/2003), SEZ Rules 2003
c. Other custom notification includes
i 153/94 - temporary import for repairs
ii. 134/93 read together with Section 65 of Customs Act — temporary import for
testing, recalibration, preprocessing in bonded warehouse
iii. 157/90 under ATA Carnet

* % % %
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GLOSSARY

BIS: Bureau of Indian Standards
BEE: Bureau of Energy Efficiency
CISA The Certified Information Systems Auditor

CISPR: International Standards Commission's (IEC's) Committee on Electromagnetic
Interference (CISPR)
CRO: Compulsory Registration Order

CRS: Compulsory Registration Scheme

ComSec: Communication Security Certification Scheme
CEL: China Energy Leveling

CEA: Central Electricity Authority

CEC: Commission for Environmental Cooperation

CAB: Conformity Assessment Bodies

CB: Certification Bodies' Scheme

CCC: China Compulsory Certificate

DoT: Department of Telecommunication

DOE: United States Department of Energy

ECR/EP: Energy Consumption Ration/Energy Passport
EOL: End of Life

EMI/EMC: Electromagnetic Interference/ Electromagnetic Compatibility
ER: Essential Requirement

ETA: Equipment Type Approval

ETSI: European Telecommunications Standards Institute
FCC: Federal Communication Commission

HSE: Highly Specialize Equipment

IEC: International Standards Commission

IEEE: Institute of Electrical and Electronics Engineers
ILAC: International Laboratory Accreditation Cooperation
ICT: Information & Communication Technology

IPV6: Internet Protocol Version-6

ITSAR: Indian Telecom Security Assurance Requirement

KC: Korea Certification
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GLOSSARY

KCC: Korean Communications Commission

KMEPS: Korean Standard

MeitY: Ministry of Electronics & Information Technology

METI: Ministry of Economy, Trade, and Industry, Japan

MIC: Minster of Internal Affairs and Communications, Japan

MIC: Ministry of Information and Communications, Vietnam
MOPS: Ministry of Public Security, China

MTCTE: Mandatory Testing and Certification of Telecomm Equipment
NCCS: National Centre for Communication Security

NRTL: Nationally Recognized Testing Laboratory

NSDTS: National Security Directives on Telecommunication Sectors
PABX: Private Automatic Branch Exchange

PTQC: Posts and Telematics Quality Control Directorate, Vietnam
RRA: National Radio Research Agency, Korea

SDPPI: Indonesia Radio & Telecommunication Approval

SNI: Indonesia National Standard

SLA: Service Level Agreements

SRRC: State Radio Regulation of China

STQC: Standardization Testing and Quality Certification

STB: Set Top Box

TEC: Telecommunication Engineering Centre

TEVC: Trusted Electronic Value Chain Compliance Scheme

VCCI: Voluntary Control Council for Interference

WPC: Wireless Planning & Coordination Wing
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